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Ajanda

* Red Hat® Advanced Cluster Management Nedir ?
* Mimari Genel Bakis

* Politika Tabanli Ydnetim

* Gantek Sizin Icin Neler Yapabilir ?

* Soru & Cevap

* DEMO
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Gantek Teknoloji Hakkinda
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Rekabetci Avantajlar

Kurumsal referanslar ve
L ELURZINEN T RILE
Lekelenmemis
Repltasyon

Guclu marka ve gticlu
SEENNEICKEVE
40+ yillik deneyim

TURKIYE & AVRASYA

Yerel Destek ve Bolgesel Guvenilir, saglam & uzun boélgesinin dnde gelen

Mevcudiyet’in glicu sureli is ortagi Kurumlarinda kurulu
sistemler
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99,9% Seviyesinde 7x24

Destek

Yuksek Miuisteri

Memnuniyet Oranlari

Yetkinlikler

Genis ve Etkin
Cozum Portfoyu

Gorev Kritik Projeler icin
Yerinde Destek Servisleri,
Yonetilen Hizmetler

Katma Degerli Sistem
Entegrasyonu

Yerel/ Bolgesel
Mevcudiyet ve Kuresel
Yontemler




Coklu Kiime Yonetimi Neden Zor

Buyuk olcekli yonetim zorlayici ve
hatalara acik

Farkli platformlarda gtivenlik
onlemlerinin degiskenligi

* Bilesenlerin, ayarlarin ve mevzuata
uygunlugun butunligini
saglamak icin karmasik stirec

www.gantek.com



Neden Coklu Kiimeye Ihtiyaciniz Var ?

e Uygulama uptime surelerinin saglanmasi
* Felaket kurtarma

* Disuk gecikme sureleri elde etme

e Sektor standartlarina uyum

* |zolasyon ve guvenlik

* Performans yonetimi
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Red Hat open hybrid cloud platform

& RedHat & RedHat & RedHat
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for Kubernetes for Kubernetes Data Foundation
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Cluster inventory

Registration of multiple clusters to a hub
cluster to place them for management.

Open Cluster

Feature Overview

2 -
ao

Work distribution Content placement

The work API that enables resources to Dynamic placement of content and
be applied to managed clusters from a behavior across multiple clusters.
hub cluster.

% Open Cluster Management

Make working with many

Management’ 9 Kasim Kubernetes clusters super
2021 tarihinde Sandbox easy regardless of where they

are deployed

L] L]
Open Cluster Management is a community-driven project
O Ig u n I u k S eV I ye S I n d e focused on multicluster and multicloud scenarios for

Kubernetes apps. Open APIs are evolving within this project

C N C F lye ka b u | e d i I m isti r for cluster registration, work distribution, dynamic placement
L]
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of policies and workloads, and much more.

Get Started Join our Slack

If you like Open Cluster Management, give it a star on GitHub!

O

Vendor neutral APIs

Avoid vendor lock-in by using APIs that
are not tied to any cloud providers or
proprietary platforms.

Community Contribute Document Blog Englishy @ () st
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Hub architecture and components

Red Hat Advanced Cluster Management uses
the multicluster-hub operator and runs in the
open-cluster-management namespace

o

HUB CLUSTER
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Managed cluster architecture
and components

Red Hat Advanced Cluster Management managed
clusters use the multicluster-endpoint operator
which runs in the open-cluster-management
namespace
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ACM Genel Kabiliyetler

* Coklu kime yasam dongusu yonetimi
* Politika odakli ydnetim, risk ve uyum
* Gelismis uygulama yasam

Overview Grafana[Z 4 Add provider connectior
donglsu yonetimi A P N
UI k . . o R Google Amazon Microsoft IBM
[
Saglik ve optimizasyon i¢in 6 | )
coklu kiime gbézlemlenebilirligi
* Coklu kime network agi | s
www.gantek.com b
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Politika Tabanli Yonetim, Risk ve Uyum

* Guvenlik ve Altyapi politikalarinin
merkezi olarak uygulanmasi ve dizenlenmesi

* Uygulama ve kime yapilandirma .... ..
denetimlerinin
hizli gorsellestirilmesi [

policy-gatekeeper-operato

e GitOps mantigl ile politikalarin —— |E=

sssssssssss

tek bir kaynaktan yonetilmesi =
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Managed Clusters

Policy Enforcement Compliance
Points (PEPs) Standards
Red Hat NIST 800-53
Advanced HIPAA
Cluster Security
Key features FISMA
Compliance Operator
Templatized policies TR - PCI
(encryption) andbox Container
i ki soc2
Integrity Shield ACM
(technology preview) - Config 1ISO27K
*|IAM
+ Cert
ki avants + Gatekeeper/OPA
or Policy Report ¢
Third-party
Kyverno

Additional PEPs

Technical Compliance

Controls Controls

=l ===

Provide security, resiliency, and software engineering capabilities that map to technical controls that map to

controls within compliance standards




www.gantek.com



Policy Ornegi

apiVersion: policy.open-cluster-management.io/vl

apiVersion: policy.open-cluster-management.io/vl [¥al
kind: Policy kind: PlacementBinding
metadata: n metadata:
name: policy-role name: binding-policy-role
annotations: placementRef :

policy.open-cluster-management.io/standards: NIST SP 800@-53 name: placement-policy-role

policy.open-cluster-management.io/categories: AC Access Control kind: PlacementRule
policy.open-cluster-management.io/controls: AC-3 Access Enforcement 1 X
. . - apiGroup: apps.open-cluster-management.io
policy.open-cluster-management.io/description:

spec: subjects:
remediationAction: inform name: policy-role
disabled: false kind: Policy
policy-templates: apiGroup: policy.open-cluster-management.io
objectDefinition:
apiVersion: policy.open-cluster-management.io/vl
ik L L S e apiVersion: apps.open-cluster-management.io/vl

metadata:

) kind: PlacementRule
name: policy-role-example

spec: metadata:
remediationAction: inform # the policy-template spec.remediationActio name : p'l.acement policy role
severity: high
namespaceSelector: spec:
include: ["default”) clusterConditions:
object-templates: status: "True®
complianceType: mustonlyhave # role definition should exact match

T type: ManagedClusterConditionAvailable

apiVersion: rbac.authorization.k8s.io/vl clusterSelector:
kind: Role matchExpressions:
metadata:

e AT ikey: environment, operator: In, values: ["dev”]}

rules:
apiGroups: ["extensions”, "apps”]
resources: [“"deployments”)
verbs: ["get”, "list”, “watch”, "delete”, "patch”]
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Policy sample

Namespace policy

Pod policy

Memory usage policy

Pod security policy (Deprecated)

Role policy
Role binding policy

www.gantek.com

On Tanimh Gelen Politikalar

Description .
?

Ensure consistent environment isolation
and naming with Namespaces. See the

Kubernetes Namespace documentation. Security content constraints (SCC) policy

Ensure cluster workload configuration. See
the Kubernetes Pod documentation.

ETCD encryption policy
Limit workload resource usage using Limit
Ranges. See the Limit Range
documentation.

Compliance operator policy

Ensure consistent workload security. See
the Kubernetes Pod security policy
documentation.

Manage role permissions and bindings
using roles and role bindings. See the

) Compliance operator E8 scan
Kubernetes RBAC documentation.

Manage workload permissions with Security

Context Constraints. See Managing

Security Context Constraints

documentation in the OpenShift Container Compliance operator CIS scan
Platform documentation.

Ensure data security with etcd encryption.
See Encrypting etcd data in the OpenShift
Container Platform documentation.

Image vulnerability policy

Deploy the Compliance Operator to scan
and enforce the compliance state of
clusters leveraging OpenSCAP. See
Understanding the Compliance Operator in
the OpenShift Container Platform
documentation.

Gatekeeper operator deployment

After applying the Compliance operator
policy, deploy an Essential 8 (E8) scan to
check for compliance with E8 security
profiles. See Understanding the
Compliance Operator in the OpenShift

Container Platform documentation. Gatekeeper compliance policy

After applying the Compliance operator
policy, deploy a Center for Internet Security
(CIS) scan to check for compliance with
CIS security profiles. See Understanding
the Compliance Operator in the OpenShift
Container Platform documentation.

Deploy the Container Security Operator
and detect known image vulnerabilities in
pods running on the cluster. See the
Container Security Operator GitHub
repository.

Gatekeeper is an admission webhook that
enforces custom resource definition
(CRD)-based policies executed by the
Open Policy Agent (OPA) policy engine.
See the Gatekeeper documentation.

After deploying Gatekeeper to the clusters,
deploy this sample Gatekeeper policy that
ensures namespaces that are created on
the cluster are labeled as specified.



Politikalari Extend Etmek

OPA Gatekeeper
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* Temelde Admission Controller prensibini kullanir.

Gatekeeper OPA

* Her request gatekeeper araciligi ile OPA tarafindan control edilir.

* |stek OPA politikalarina uymaz ise apiserver “reject” eder.

/ Policy

Template

www.gantek.com
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OPA Politika Ornegi

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8sblocknodeport
annotations:
metadata.gatekeeper.sh/title: "Block NodePort"
metadata.gatekeeper.sh/version: 1.0.0
description: >-

Disallows all Services with type NodePort.

https://kubernetes.io/docs/concepts/services-networking/service/#nodeport
spec:
crd:
spec:
names:
kind: K8sBlockNodePort
targets:
- target: admission.k8s.gatekeeper.sh
rego: |

package k8sblocknodeport

violation[{"msg": msg}] {
input.review.kind.kind == "Service"
input.review.object.spec.type == "NodePort"

msg := "User is not allowed to create service of type NodePort™

www.gantek.com b

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sBlockNodePort
metadata:
name: block-node-port
spec:
match:
kinds:
- apiGroups: [""]
kinds: ["Service"]




OpenShift GitOps Entegrasyonu
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Config
Repo argo 1 OpenShift
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n: policy.open-cluster-management.io/v1
ConfigurationPolicy

.

: create-infra-machineset

: enforce
: low
w: |

Specify the parameters needed to create the MachineSet

machineset role := "infra"
:= "ap-southeast-1"
'= " "ap-southeast-1b" "ap-southeast-ic" }}

$infrastructure id := (lookup "config.openshift.io/v1" "Infrastructure"” "" “"cluster").status.infrastructureName }}
$worker ms (index (lookup "machine.openshift.io/vlbetal™ "MachineSet" "openshift-machine-api™ "").items 0) }}
/* Generate the MachineSet for each zone as specified
range $zone := $zones }}

complianceType: musthave
objectDefinition:
apiVersion: machine.openshift.io/vibetal
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster

name: {{ $infrastructure id }}- $machineset role

api-cluster: {{ $infra
{{
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: {{ $infrastructure id }
machine.openshift.io/cluster-api-machineset: {
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: {{ $infrastructure_id }}

JJ
machine.openshift.io/cluster-api-machine-role: {{ $machineset role

1
J
{ $infrastructure_id }}-{{ $machineset role

machine.openshift.io/cluster-api-machine-type: {

11
L JJ
{ $machineset role }}

machine.openshift.io/cluster-api-machineset: {{ $infrastructure id }}-

{{ $machineset role }}-{{ $zone }}

Ln 38, Col 121 Spaces:2 UTF-8 CRLF YAM
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Gantek Sizin Icin Neler Yapabilir ?

* ACM coklu kiime yonetimi konusunda danismanlik.

* Kurumunuza 6zel politika gelistirilmesi ve uygulanmasi.
* Ansible Automation Platform ile entegrasyonu.

* Coklu kime monitoring kurgulanmasi.

* Submariner ile network genisletme.

* ODF DR senaryolarin kurgulanmasi.
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Red Hat e
OpenShift St

All Clusters
Welcome! Let’s get started.

Red Hat Advanced Cluster Management for Kubernetes provides the tools and capabilities to address various challenges with managing multiple clusters and consoles, distributed business applications, and inconsistent security controls across Kubemnetes clusters that
are deployed on-premises, or across public clouds.

Home

Infrastructure

Applications

Governance

Overview Clusters

Credentials Applications

eate ate, scale, and remove clusters reliably, consistently using an open source efine a business application using open standards and deploy the 3 a using placement

a I Jram e t I er age fra ea e be actice e at are integrated into e I C eline ernance
T e Relia : Inee f lesign p
Governance [ Multicluster networking
Jse Y figur ncy o rity cor qui Enable direct ne e 1 between ditfere emise: ed Kubernete
r r othe: rate sta rds. Preve tentional a nfig nd 1 1ste ] the =f se ena e sriner add
ight e unwanted and unnecessa eat vect
Easy, simple, and secure.
Easy to use and simple to understand, Red Hat Advanced Cluster Management for Kubemnetes provides the following mission critical capabilities based 1 501 cts
Kubernetes Cluster landscape Range of environments

Cluster labels and placement rules
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Tesekkurler

Daha fazla bilgi icin liitfen www.gantek.com adresini ziyaret ediniz. 1
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